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I, Vadirn Birg, certify that I am ~n officer of the comps.ny named above, and acting as
an agent of thc company, th",; I havc pcrsonal knowledge that the company bas
establishcd operating procedures that arc adequate to cnsurc compliance with the
Commission's Customer Proprietary Network Infonnation (ePNI) mles. See 47 C.F.R.
§ 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the eompmlY is in compliance with the requirements
sct forth in section 64.2001 et seq. of .the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by the
company with either state commissions, the cOUli systcm. or the Commission) against
data brokers in thc past year. I acknowledge that companies must repOli on any
Infonmtion that they have with respect to the processes pre'textcrs are using to attempt
to access ePN], and what steps companies are taking to protect CPNI, and 1 have no
such information to report at tbis til1lG.

The company has not received any customer Gomplaints in the past year conGeming the
unauthorized release of or access to CPNl and I hereby acknowledgc that if the
compa.ny does receive any such complaints, it must providG that information to the
Comlnission, includingthc number of customer complaints a company has received
rclatcd to unallthorizcd accesS to ePNI, or unauthorized disclosurc of CPNl, broken
down by eatcgory or complaint, ~.g., instances of improper access by employccs,
insta11ces of improper disclosure to individuals not authorized to receive the
infonnation, or instances of improper acCeSS to online information by individuals not
authorized to view the infol1"11atlon.

Vadim Rirg
President



Statement Accompanying CrNI Certificate
EB Docket No. 06-36

Global Tech Telecommunications, Inc. (the "Company") docs not use, disclose or permit access
to Customer Proprieta.ry Network Infonllatiol1 CCPNI") except as permitted or required by law
pursuant to 47 U.S.c. § 222. The safeguards set forth in. Sections I and J below arc followed by
the Company, and, to the extent that the Company finds it necessary to usc, disclose or perm.1t
access to CPNI, the operating procedures in Sections A·H below are observed.

A. Definitions. The tenns uscd in this Statement have the same meaning as set faIth in 47
C.F.R. §64.2003.

B. Use of CPNJ. It is the Company's policy that the Company may usc, disclose, or pennit
access to CPNI for the purpose ofprovidjng or marketing service offerings among the categories
of service (i.e., locaL illterexehange, and interconnected VOIP) to which the customer already
subscribes from the Company, withoLlt customer approval.

to the extent that the Company provides different ciltegories of service. llnd a customer
subscribes to more than one category of service offered by the Comp;my, the Company may
share CPNI among the Compally's affiliated entities that provide a service offering to the
customer, rTowever, to the extent that the Company provides different categories of service, but
a customer does not subscribe to more than one offering, the Comp;my does not share CPNl with
its affiliates, ex,eept by following the requi"ements described herein.

The Compa.ny does not use, disclose, or permit aCcess to CPNI to market to a euston:ler any
service offerings that arc within a category of service to which the subseri.ber does not already
subscribe from the Company, un.lcss the Company has customer approval to do so. The
Company does not use, disclose or pennit access to CPNl to identify or track customers that call
competing service providers.

Notwithstanding the forgoing, it is the Company's policy that the Company may use, disclose, or
permit access to CrNI to protect the rights or property of the Company, or to protect users of
those services and other carriers from fraudulent, abusive, or unlawful ,ISC ot~ or subscription to,
such services.

C. Customer Approvals.

It is the Company"s policy that the Company may obtain approval through written, oral or
e1een·onie methods. The Company acknowledges that it bears the burden of demonstrating that
any oral approvals have becn given in compliance with the Commission's rules. The Company
honors all approvals or disapprovals to usc, disclose, or pC11ni t access to a customer's CPNI until
the customer revokes or limits such approval or dis').pprovaL The Company maintains records of
approval, l'egarclless of the form of such app"oval, for at least one year.

Opt-Out and Opt,ln Approval Processes. Iris the Company"s policy that it may, subject to opt­
out approval or opt-in approval, use its customer's individ~lally identifiable CPNI for the purpose
ofmarlceting communications-related services to that customer. It is the Company's policy that it
may, subject to opt.out approval or opt-in approval, disclose its cllstomer's individually
ide11tifiable CPNT, for the purpose of marketiIll; comnltlnieatiol1s-rclated services to that



customer, to its ageuts and its affiliates that provide communications-related services; and its
joint venture partner, and independent contractors who do the same. It is the Company', policy
that it may also penuit such persons 01' entities to ,1btain access to such C1'],\[ for ~,leh purposes.
Exc"pt as provided hercin, 01' a~ otherwise provided iJl Sectiol1 222 of the Commullications Act
of 1934, ~lS ~mcndcd, the Company only uses, disclose~, or permits access to its eustomer~'

individually identifiable CPNI subject to opt-in appmyaJ.

D. Notice Required For Use Of Customer Proprieta.ry Network Information. 11 is the
Company's policy that prior to any solicitation for custQJ:ner approval, notification is provided to
the customer of the customer's right to rcstrlct use of, disclosure of, and acccss to that customer's
CPNI. The Company maintains such records of 110tification, whether oral, written or electronic,
for at least one year, 11 is the Company's poli.ey that individual notice to customers is provided
when soliciting approval to usc, disclose, or permit access to customcrs' C1'Nl.

E. Notice Content Requirements. Company notices must comply with the following
requlrements:

1. Notices must provide sufficient infoffi1ation to enable the customer to make an info1111ed
decision as t.o whether t.o permit the Company to use, disclose, or permit access to, the customer's
CPNL

2. Notices must state that the customer has a right, and the Company has a duty, under federal
law, to protect the confidentiality ofCPNL

3. Notices l11IJst specify the types of infol1nation that constitute CPNI and the specific entities
that will. receive the CPNI, describe the purposes fol' which CPNI will be used, and inf01m the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at
any time,

4. Notices must advise the nlstomer of the precise steps the customer m1.1st take in order to grant
01' deny access to CrNI, and must clearly statc that a denial of approval will not affect the
provision of any services to whieh the customer subscribes.

5, Noti.ces must bc comprehensible and must not bc misleading.

6. To the extent that written Notices are provided, the Notices are clearly legible, use sufficiently
large type, and are placed in an area so ~s to be l'ea.dlly apparent to a customer,

7. If any portion of a Notice is trar1slated 111tO another language, then all portions of the Notice
must bc translated into that language,

8. The Notice may state that the customer's approval to usc CPNI may enhance the Company's
ability to offer products and services tailored to the customer's needs. The Notice may also state
that the Company may be compelled to disclose CPN[ to any person upOll ,)ffirmatlve wl'itten
request by the customer.

9. Notices m~y not include in the notificatiOn any statement attempting to encOLlrage a cLlstomcr
to freeze third-party access to CPNl.



10, Notices must state that any approval, or denial of approval for the usc ofCPNI outside of the
service to which the customer already subscribes from the COmpa!l)' is valid until the customer
affil111atively revokes or limits such approval or denial.

11, The Company's soheitati,on for approval must be proximate to the Notice of a customer's
CPNI rights.

F. Opt-Out Notice Requirements. It is the Company's policy that Notices to obtain opt-out
approval be given only through electronic or written methods, and not by oral cOlIullunication
(except as provided with respect to one-time usc ofcrNI below).

The contents of any SllCh ]]otification must comply with the Notice Content Requirements
describcd above.

It is the Company's policy to wait a 3D-day minimum, period of time after giving customers
notice and an opportunity to opt-out before. assuming customer approval to use, disclose, or
permit access to CrNI. This 3D-day rninimum period is calculated as follows: (1) In the case of
an electronic form of notification, the waiting period shall begin to run from the date on which
the Notice was sent; and (2) ill. the case of Notice by mail, the waiting period shall begin to run
on thc third day following the datc that the notification was mailcd. It is thc Company's policy
to notify customers as to thc applicable waiting period for a rc~ponse before approval is assumcd.

For those instances in which the Company uses thc opt-out mechanism, the Company provides
notices to applicable customers every two years.

For those instances in which the Company uses e-mail to provide opt-out notices, the Company
follow, the additional rcquircmcnts in addition to the requirements generally applicablc to
notification:

(I) The Company must obtain cxp"css, ve"ifiab1e, prior approval from consumers to send notices
via e-mail regarding their service in general. or ePNI in particular;

(2) The Company must allow customcrs to reply dircctly to c-mails containing CPNI 'loti.eGS in
order to opt-out;

(3) Opt-out e-mail notices that arc relllrned to the Company as undeliverable must be sent to the
eustome,' in another form before the Company considers the customer to have received notice;

(4) The Sllbjeet hne of the message must clearly and accurately idelHify the subject matter of the
e-mail; and

(5) The Company makes available to every customer a method to Opt-Ollt that is of no additional
cost to the customer and that is available 24 hours a day, seven days a week.

G. Opt-In NotIce Requirements. It is Ite Company's policy thITt Notices to obtain opt-in
approval be given thOUgh oral. written, or electr0l1ic methods, The conten.ts of any such
notification must comply with the Notice Content Requirements described above.



H. One-Time Use of CPNI Notice Requirements. The Company may use oral notice to obtain
limited, one-time use of CPNl for inbound and outbound customer telephone contacts for the
d,jration of the call. The Company requires that the contents of any such notification must
comply with the Notice Contenl Requircmcnts described above, except that the Company may
omit any of thc following noti~e provisions if not relevant to the limited usc for which the
Company seeks CPNI:

(1) The requirement that the Company advise etlst011l.Crs that if they have opted-out previollsly,
no action is needed to m.aintain rhe opt-out election;

(2) The requirelnent that the Company advise customers thatrhey msy share CPNI with their
affiliates or third-parties snd need not name those entities, if the limited CPNI usage will not
result in usc by, or disclosure to, an aftl.liate or third-party;

(3) The requirement that the Company disclose the means by which a customer can deny or
withdl'aw future access to CrNI, SO long as explal,stiol' is givcI, to customers that the scope of
the approval thc C01)1pany seeks is limited to one-time use; and

(4) The Company may omit disclosure ofrhe precise steps a customer must ta.kc in order to grant
or dcny access to CPNI, as long as the Company clcarly communicates that the customer can
deny acecss to his CPNl for thc call.

I. Safeguards Required for the Use of ePNI. Tt is thc policy of the Company to train its
pe1:sonncl as to the circumstances under which CPNI may, and may not, be used or disclosed. Tn
addition, the Company has established a written disciplinary process in instances where its
pcrsonnel do not comply with established policies. It is the Company's policy to rcquire that a
rccord bc maintained of its own and its affiliatcs' sales and marketing campaigns that use thcir
custolTIcrs' CPN!. The Company maintains a record of all instances where CPNI was disclosed
or provided to other third-parties, or where third-parties were allowed to access such CrN!. The
1'ccord includes a description of each campaign, the specific CPNl that was used in the campaign.
and what products and services were offered as ~. p~rt onilc campaign. Such records are retained
for a minimum of one year.

The Company has cstablished a mandatory supcrvisory review proccss rcgarding compliancc
with CrNl rules for outbound marketing. Sales personnel must obtain supervisory approval of
any proposed outbound marketing request for customer approval. The Company's policies
require that records pertail,illg to such cal~.'iel' compliS11ce bc I'etained fOl' a minimum period of
one year,

In compliancc with Section 64.2009(e), the Company will prcpare a "compliancc ccrtificate"
signed by an oftlecr on an annua.l basis stating that thc officer has personal knowledge that the
Company has established operating procedures that are adequate to ensure compliance with 47
C.F.R, § 64.2001 et seq. TI;e ce1iificatc is to be accompanied by this statement and will be filed
in EB Docket No. 06-36 annually on. or befOl'e March I, for data pel'taining to thc p"evious
calendar year. Thi.s fHing will inelude an explanation of any actions taken against data brokers
and a summary of all customer complaints received in the past yeaT conceming the unauthorized
release of CPN!.



It is the Company's policy to provide written notice to the FCC within five business days of any
instance where the opt"out mechanisms do 110t work properly, such that a eonsmner's inability to
opt,out is more than an anomaly. The written notice shall comply with 47 C.P.R. §64.2009(f).

,J. Safeguards on the Disdosllre of CPNI. It is the Company's policy to t<\ke reasol1able
mcasurcs to discovcr and protcct agajnst attcmpts to gain unauthorized acccss to CPNI. Thc
Company will propcrly authcnticatc a customcr prior to disclosing CPNI bascd on customer·
initiated telephone contact, online access, or in-store visit, if applicable, as described herein,

(I) Methods of Accessing CPNL (a) Telephone Acccss to CPNL It is the Company's policy to
only disclose Call detail illfo1111Mion over the telephone, based on customer-initiated telephone
contact, if the customer fiTSt provides the Company with a password, as described in Section (2),
that is not prompted by the Company asking for readily availablc biographical information, or
account infcn11lation. If the customer docs not providc a password, the Company will only
disclose Call detail information by sending it to the customer's address of record, or, by calling
the customer at the telephonc number of record. If the customer ;s able to provide Call detail
i.11forrnatiot'1 to the Company during a customer-initiated call without the Company's a~sistance,

then the Compan.y may di~cuss the Call detail infol111.ation provided by the cu~tomer.

(b) Online Access to CPNL It is thc Company's policy to anthenticate a customer without the
usc of readily availablc biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once
authenticated, the customer may only obtain online access to CPNI related to a
telecommunications service account through a password, as describcd in Section (2), that is not
prompted by the Company asking for readily ~vailablc biographical infolTIlation, or account
infol111ation.

(c) In Store Access to CPNI. It is the Company's policy that it 1,'uay disclose CPNI to a customer
who, at Etny retail location operated by the Company, first presents to the Company or its agent a
valid photo lD matching the customer's accoLlnt inf0l11lation.

(2) Password Procedures. To establish a password, the COmpMy will authenticate the customer
without thc usc of rcadily available biographical infonnation, or accoun.l information. The
Company may create a bad,-up customer atlthentieatiol1 method in thc event of losl: or forgotten
passwords, but such back-up customer authentication method will not prompt the customer for
readily available biographical infon11ation or account information. If the customer cannot
provide the correct password or coneel responsc fo" the back-up customer authentication
method, the customer must establish a new password as described in this paragraph.

(3) Notification of Accotmt Change~, It is thc Company's policy to notify custol:!1.crs
immediately whenever a password, customcr response to a haCk-up means of authentication for
lost or forgotten passwords, 011]i11e account, or address of record is created or cha11ged. This
notifi.eation may be through Company·originated voiecmail or text message to the telephone
1111mbet· of t·ecord., or by mail to the address of l'ccord, and will not reveal the chMged
information or be sent to the new account info1111fltion.

(4) Busincss Customer Exemption. It is the Company's policy that it may contractually be
bound to other authentication regimes other than. those described herein for services provided to



business customers that have both a dedicated account represcntative and a contract that
specifically addresses the Company's protection of CrNI.

K. Notification of CPNI Security Breaches.

(l) It is thc Company's policy to notify law enforeemcnt of a breach in its customers' CPNI as
provided in this scction, Thc Company will not notify its customcr, or diselosc thc breach
publicly until it has completed the process of notifying law enforcement pursuant to paragraph
(2),

(2) As soon a.s practicable, and in no event later than Seven (7) busincss days after rell.sonablc
determination of the breach, the Company will elcctronically notify the Unitcd States Secret
Services (USSS) and thc Fcdcral Bureau of Invcstigation (FBI) through a central reporting
facility,

(a) Notwithstanding state law to the contrary, the Company shall not notify customers or disclose
the brcaeh to the public until 7 full business days have passed after notification to the USSS and
the FBI, except as provided in paragraphs (b) a,nd (c).

(b) If thc Company believes that therc is an extraordinarily urgent nccd to notify any class of
aftectcd customers sooncr than otherwise allowed ,mdct· paragraph (a), in ordcr to avoid
immediate and irreparable hann, it will so indicate in its notification and may proceed to
immediately notify its affected C\lstomers only after eonSllltation with the relevant invcstigation
agency. The Company will cooperate with the relevant investigating agency's request to
minimize any adverse effects of "lOh customer notific>ltion,

(c) If thc relevant investigating agency determincs that public disclosure or noticc to customer
would impede or eom.promise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30
days. Such period may be extended by the agency as reasonably necessary in the judgment of
the agency. If such direction is given, the agency shall notify the carrier when it appears that the
public diselos\lre or notice to atfected customers will no longel' impede or compromise a criminal
investigation or national security. The agency shall provide in writing its initial direction to thc
carricr, any subsequent extension, and any notification that nNice will no longcr impede tn"

COl1:lprolnise a criminal investigatiolJ. or national security and such writings shall be
cOlJtemporaneously loggcd on the same reporting facility that contains records of notifications
filed by the Company.

(3) Customer Notification. Afterthc Company has notified law enforcement pl.lrsuant to
paragraph (2), it will notify its customcrs of breach of those C\lstoll1crs' CPN!.

(4) Reeordheping. The Co.mpany will maintain a record, dectronlcaHy or in some other
manner, of any breaches discovered, notifications made to the USSS and the FBI pursuant to
paragraph (2), and notifi.cations made to customers, The record will include, if availablc, dates
of discovery llm! notification, a dctailed description of the CFNI that was the subject of the
b"cach, and the circumstances of the breach, Thc Company will maintain the record fOr a
minimum of2 ycars.


